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of consumers trust online 
reviews as much as personal 
recommendations

of local businesses are actively 
harmed by fake reviews

The financial cost of review 
fraud can exceed $100,000/year 
for Small-to-Medium businesses

$100k

See, “The Impact of Fake Reviews on Demand and Welfare,” Jesper Akesson, Robert W. Hahn, Robert D. Metcalfe, and Manuel 
Monti-Nussbaum NBER, November 2023.

42%

74%

What’s the Problem



● Business: Analysis of business listing characteristics, historical 
review activity and underlying contributor & review analysis.

● Contributor: Analysis of the authors of reviews including review 
activity, profile attributes and historic Google transgressions.

● Review: Analysis of the review itself on factors such as contextual 
relevance, adherence to Google’s User Generated Content Policies, 
AI detection and much more.

Three Pillars of Fraud Detection

What Does Review Fraud Look Like



BUSINESS: Review Velocity
DEFINITION
The busiest times of year for dentist offices are typically back-to-school months 

(around August) when families schedule checkups for their children before the 

school year starts (highlighted in green below), and the end of the calendar year 

(December and January) when people try to utilize their remaining dental insurance 

benefits before they reset (highlighted in blue below).

CONCERNS
Heritage Smiles Dental does not demonstrate industry-standard review velocity but 

instead exhibits a number of anomalous review characteristics; chief of which being a 

massive spike of 72 reviews in only their third month of existence in Google Maps. 

This represents 24% of their entire review volume (72 of 297), meaning they 

averaged only 6.4 reviews per month over the other 35 months of operation.



BUSINESS: Review Smothering
DEFINITION
Review Smothering is when a business receives a particularly “troubling” 1-Star 

review that they’re worried will dissuade prospective customers and/or calls out a 

“truth” that the customer wishes to dampen by overwhelming it with fake positive 

reviews, pushing it down the review history. Often “Rating Only” reviews are used to 

quickly “course correct” this situation because they are easy to create and harder to 

identify has fraudulent with the a lack of auditable content.

CONCERNS
Heritage Smiles Dental received several 1-Star Reviews within its first two months 

of being present on Google Maps. These reviews were then immediately followed by 

75 reviews over the next 30 days of which 74 were 5-Star reviews and 1 
was a 4-Star review. 68 of those 75 reviews were “Ratings Only” reviews!

…
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11/30/2021

12/01/2021



Review pod analysis measures if there are groups of reviewers who have reviewed the same businesses. This is often a sign of someone being paid to publish reviews and in doing so creates a 

cohort of profiles that they then use to write reviews for all of their “clients.” While Review Pods can be common amongst business such as restaurants; it is quite rare to see them for Dentists. 

However, there is an egregious series of Review Pods within local Calgary dental practices and is a likely indicator of a local fake review Service Provider working in the area. Eight (8) Dental Practices 

in the Calgary area appear in our Review Pod analysis with 131 Heritage Smiles Dental Contributors that ALSO reviewed Temple Square Dental. A further 4 Contributors ALSO reviewed Falconridge AND 
Saddlestone Dental.

Business Name Address Shared Reviewers Contributor Names

Temple Square Dental
Calgary, AB T1Y 3R7

131 A Google User, Aakash Dusad, Abel Abi, Abrham Mussie, Adonis Aguillon, Aiza Salman, Ali Duaa, Amel Cheraka, Andrew Alexander, Anita Safari, Annie M, Arcelie Tuan, Arlene Rigor, Atong Munggo, Audrey Ayco, 
Aurelia Cabang, Awet Sbhatu, Azka Ashar, Badru Husvsein, Balwant Singh Dhaliwal, Bishi bishi, Canada life Vlog, Carl Basbas, Christopher Gomez, Davinder Singh, Deepak B, Esu Tesfay, Farah N, Fritzie Balague, 
GGM Interior & Exterior Inc., Geetika Babar, Genalyn Intal, Ghazanfar Siraj, Ginalina Luis, Grace Mosquiter, Haji Mosa, Harmandeep Sidhu, Irene, Jatinder phagura, Jeet Rana, Jephony Gomez, Joe Bailey, John 
Lomerez, Jojo Briones, Jomar Lusanta, Jot Gill, Joy Nacario, Karm Athwal, Kim de Chavez, Kindi Purewal, Lily Chen, Lorraine Edwards, Lynne Felipe, Mahary Abay, Marc Tucker, Marites Manuel, Mark Rosauro, Mary 
Grace Montoya, Masood Hasan, Meet Kaur, Meseret Yehdego, Mohammad Salman, Munawar, Na Bui, Navjot Nagra, Nickie Chow, Oqubagebrael Kelati, Pamela Aguillon, Paul Sekhon, Peter Chow, Preet Arora, 
Preet Sekhon, Prim Masa (SI Prissy), PrincessValerie Gumatay, Rajvir Kaur, Raven Manuel, Ravisha Pundir, Renrick23, Roh Abhi, Ruen Villegas, Ruth Loya, Sajjad Ali, Sam deol, Samantha Chudyk, Samina Tahir, 
Samrawit Yohannes, Saqib Ali, Sarang Rawal, Seema Rani, Sehar Ahmed, Semere Tewelde, Semhar haileselase, Shafiq Ur Rehman, Shahed Suliman, Shaumaila Ahmad, Shirly Sebya, Shiv Ghuman, Sonia 
Samson, Stephen Balokey, Surinder Ranna, Susana Gracia Agustin, Temmy Tacs, Tesfaldet Teklemicael, Trisha Sarpal, Venus Arquero, Victor Lantion, Victoria Fernandez, Violeta Agmaliw, Yadwinder Randhawa, 
Yamuna Shrestha, Zephorah Vera, Zohra Wafa, aisa tabernilla, ali, asseren garvilles, bonsitu ka, carol_out_ here, celso erwin luis, harpreet pannu, hazel villegas, jai veeru, mebrahtom beraki, philip bilgera, pingluy 
williams, rajkumar raj, rena bruno, rushan shrestha, shamsa Aloweis, sodhirasia sodhi, sreekumar cngr, varinder sanghera

Saddlestone Dental
Calgary, AB T3J 5M1

5 Davinder Singh, Hamna Ishfaq, Harmandeep Sidhu, Kari kvinlaug, Seema Rani

Falconridge Dental
Calgary, AB T3J 1W3

4 Kari kvinlaug, Sarang Rawal, Seema Rani, mebrahtom beraki

Galaxy Dental
Calgary, AB T2A 7A7

2 Jayden Bohn, Victor Lantion

London Square Dental 
Centre Calgary, AB T1Y 6M6

2 Adam Duke, Sandeep Mann

Sedona Dental
Calgary, AB T2A 0T7

2 Ali Duaa, Debbie Ironside

Temple Dental Wellness NE 
Calgary Calgary, AB T1Y 3R7

2 RealMedz, Shirly Sebya

Apollo Dental Centre
Calgary, AB T3J 0W9

2 Jatinder phagura, Mary Grace Montoya

CONTRIBUTOR: Review Pods



CONTRIBUTOR: Review Pods

Contributor Heritage Smiles Dental Temple Square Dental Falconridge Dental Saddlestone Dental
Seema Rani 07/16/2023 10:53 AM 07/08/2023 12:59 PM 07/08/2023 1:00 PM 07/08/2023 12:59 PM

mebrahtom beraki 11/11/2022 11:40 AM 11/11/2022 11:40 AM 05/19/2023 3:37 PM

Usman Dar 11/28/2021 01:58 PM 11/28/2021 01:57 PM 07/07/2023 10:34 PM

Usmanfarooq Dar 07/07/2023 10:38 AM 07/07/2023 10:39 AM

Preet Arora 12/29/2021 4:35 PM 12/29/2021 4:36 PM

Peter Chow 01/25/2022 01:12 PM 01/25/2022 01:11 PM

Nickie Chow 01/25/2022 01:10 PM 01/25/2022 01:09 PM

Rahat Begum 05/30/2023 05:15 PM 05/30/2023 05:18 PM 05/30/2023 05:17 PM

Davinder Singh 12/31/2021 01:31 PM 12/31/2021 01:30 PM 11/28/2024 03:52 PM

A Google User 12/02/2021 05:57 PM 12/01/2021 04:26 PM

Karamjit Kaur 05/25/2023 03:23 PM 05/25/2023 03:21 PM 05/25/2023 03:23 PM

The table below visualizes this Review Pod in another way; demonstrating the obvious fake reviews of the same locations, reviewed on virtually the exact same days and times. The profile names 

can be clicked to open those contributor profiles. A notable contributor in these Review Pods is A Google User which is an indication that Google has permanently suspended/removed that 
contributor but they leave their reviews in Google Maps.

https://www.google.com/maps/contrib/112886329702109817985?hl=en-GB
https://www.google.com/maps/contrib/100940931532775239477?hl=en-GB
https://www.google.com/maps/contrib/109197250215136846887?hl=en-GB
https://www.google.com/maps/contrib/117205569165520262120?hl=en-GB
https://www.google.com/maps/contrib/110813266798418068141?hl=en-GB
https://www.google.com/maps/contrib/104560495558204799858?hl=en-GB
https://www.google.com/maps/contrib/103945267661624008443
https://www.google.com/maps/contrib/107752054171695550984?hl=en-GB
https://www.google.com/maps/contrib/103049904764388900900
https://www.google.com/maps/contrib/111982919256978757688
https://www.google.com/maps/contrib/109794327295451179840


REVIEW: GenAI Written
The following are examples of AI-generated reviews found on Avatara Restaurant’s Google Maps listing. Our analysis 

determined that 47% (206 out of 438) of the reviews were likely generated by AI. A key indicator is the repetitive use of 

terminology, tone, and keywords, such as "Michelin." In fact, the term "Michelin" appeared 42 times in AI-generated 
reviews, compared to just 15 times across the remaining 53% of human-written reviews—a strong signal that AI was 

prompted to emphasize the restaurant’s Michelin star rating.

AI Score:

97.89%

AI Score:

99.43%

AI Score:

98.37%

AI Score:

98.42%

https://www.google.com/maps/place/Avatara+Restaurant/@25.1063824,55.2396759,14.43z/data=!4m6!3m5!1s0x3e5f437cc117b79f:0x910c443d18b4fd9f!8m2!3d25.1075171!4d55.2401753!16s%2Fg%2F11rv1hp7tv?entry=ttu&g_ep=EgoyMDI1MDMwNC4wIKXMDSoASAFQAw%3D%3D


REVIEW: First Person Experience



● Fake reviews impact SEO and rankings

● Misleads customers, resulting in review-driven churn/avoidance for fake 
negatives or lost revenue to competitors with fake positives

● Undermines your clients’ ROI on legitimate reputation efforts

● You’re judged not just by what you do, but what their competitors get away with

Why This Matters to Agencies





What You Get

DETECTION

● Detect fake reviews across 
customers and competitors

● Flag by suspiciousness level

● Score reviews, contributors, and 
listings

● Impression insights and trends

ACTION

● Dispute fake reviews using formal + 
proprietary methods

● Daily audits of customer reviews

● Weekly audits of competitor listings

● 90%+ takedown rate on illegitimate 
negative reviews

● 80%+ takedown rate on competitor’s 
fake positive reviews



When You Get It

Day 1: 
Customer + competitor listings audited and scored

Day 5: 
Very Suspicious reviews entered into dispute

30 Days: 
Fake negative reviews begin coming down

90 Days: 
Competitor fake positives begin coming down

Ongoing: 
● Daily reviews rescored

● Rolling disputes

● Weekly competitor audits



Case Study

Competitor Listing Analysis (first 90 days):
● 546,038 Reviews Audited (avg. 211 

reviews/location)
● 20,000+ Fake Positive Reviews Disputed

○ 10,000+ marked as “Highly Suspicious”
○ 10,000+ marked as “Likely Suspicious”

● 3,177 Competitor Reviews Removed
○ 1.61M False Impressions Eliminated

● Star Breakdown of Removed Competitor Reviews:
○ ★★★★★: 2,866
○ ★★★★: 68
○ ★★★: 10
○ ★★: 21
○ ★: 212

Overview:
12 month pilot subscription with a large North American plumbing 
services provider covering 32 business listings across 3 cities 
(Atlanta, Columbus and Phoenix). Also encompassed monitoring 
2,598 competitors in those same service areas.

Customer Listing Analysis (first 90 days):
● 35,126 Reviews Analyzed
● 97 Fake 1-Star Reviews Removed
● 3 Additional Reviews Removed: (Two 2-Stars and one 

3-Star)
● 24,348 False Impressions Eliminated
● 28 of 32 Listings saw at least one fake negative removed
● Star Rating Improvements at 6 Locations:

○ 5 listings improved from 4.9 → 5.0
○ 1 listing improved from 4.7 → 4.8



Get Started Today

● Activate your complimentary Reveal subscription within GatherUp today!

● Still have questions? Contact support@gatherup.com to learn more.

mailto:support@gatherup.com

